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1. EXECUTIVE SUMMARY

This documenteportson the architecture and design of the user profile, which is the central
component of the ovat MASELTOV platform as it maintains user data, preferences, and the
user context as it is captured through events and notificationsngaimdm a number of
smartphone sensors and Mapp applications, in an attempt to support personalized services.
The document presents the internal structure and interactions fstdréProfile with the
other components of the platfornand the interfacesit offers to other applications for
communicating events and natdtions and manipulating the user profile data and
preferences. Mreover, theback endmanagement interface of the user profile isspnted
which allows the formulation of the structuresttistore user data and preferencesd the

API the back end component offeFnally, a prototype implementatiarf the UserProfile is
presented.
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2. OVERVIEW

This document is a report on the User Profile, which is ar@lecbmponenbf the overall
MASELTQV platform. It provides details on its architecture, its interrelations with other
components, in particular with the recommender, as well as its relati@msl tmteractions
with the rest of the MASELTOV applications and services. Moreover, it presesignd
alternatives and design decisions pursued for its structure and functionalities.

The User Profile maintaineformation aboupersonal datanduser preferencess well as

coll ected knowledge on userso6 usangienstbhae havi o
facilitate the personalization of used services, like triggering of personalized
recommendations on MASELTOV functionalities, suggesting the use of targeted services and
providing personalized assistance. Based on information contained useherofile, the

resulting targetedservices andgenerated personalizedcommendations are expected to
enhance the overall user experience and speed up the social inclusion of the immigrant users

In addition, feedback and progress indicators that ametana@ed by the User Profile allow the
monitoring of the user satisfaction for the offered services and the progress they make
towards set targets, enhancing thus the level of personalization of the offered services.

The overall architecture of the UseoRle is shown inFigure1.Thefigure depicts the client

and the server suiomponents of the User Profile, which are in direct interaction with each
other. The client component provides three interfaces: (a) Rinté&\ which other MApp
applications can send their events and notifications, (b) a GUI for the user to set and update
user data and preferences, and (c) an API for other MApp applications to query and update
user data and preferences and usage data. iex semponent provides a GUI for managing

the User Profile and defining the structure of the user data and preferences fields that are
maintained by it. The server component of the User Profile makes use of a back end data store
for persistently maintaing profile data, user preferences, and events. Details of the
aforementioned interfaces are given in subsequent sections.

It should be noted that the design of the User Profile and the Recommender provides for
buffering of events and delayed transmissiohew there is no connection between the
smartphone and the backend componedtse advantage of local storage of events is that
they can be directly used by lightweight recommenders that run on the smartphone. Current
announcements of Jess 8.0 (herzbergaralia.gov) and DROOLSIools.jboss.orgare beta
versions and rather unstabWhen rule engines for Android become available, it will be an
easy task to have fast lightweight recommendations produced by the simarg@mponents

only.

I n addition to the usersd data and preferenct
notifications that capture the user context. Such data may pertain, for example, to the current
user location, or user actions, like useM#App applications, browsing for specific keywords,

or searching through the Social Radar for assistance. The combined information of the user
context and the user data and preferences forms the basis for the generation of targeted
recommendations by theacammender.
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Figure 1: Architecture of the User Profile.

The User Profile is complemented blye Recommender System whose task is to issue
personalized recommendations to its useased on the events and notifications that are
collected from MApp applications as well as the declared user preferences and user data. The
information that is carried through the events and notifications are used to formulate the
required | eontext awardness) and,raliow the recommender to issue targeted
recommendations based on a set of rules. Therefore, the functioning of the recommender
depends on (a) events received from MApp applications, which are application dependent and
reflect the curent user activity and context, (b) notifications received from MApp services,
like capturing and reporting the current user location, (c) the information contained in the user
profile, like user preferences and progress indicators, and (d) a set oddefieg, which

may also be specialized to specific user groups. (a) and (b) is dynamic information that
captures the user context, whereas (c) is static information as has been declared by the user.
Static and dynamic information is stored in the backdatdbase for the recommender to use.

The structure of the database is given in Deliverable D5.1. Finally the rules that drive the
recommender reside in special purpose files outside the back end database. Examples of
recommender rules are given in subsedgbapters.
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The architecture of the User Profile and its relation to the recommender system is shown in
Figure 2. The figure shows that the User Profile is the central component of the overall
architecture and thsingle point of interfacing with the rest of the MASELTOV applications

and services. The client User Profile component forwards the events and notifications it
receives from other MApp applications to the back end User Profile, which eventually logs
themin the back end database. In the sequel the recommender queries the database for events
that will trigger recommendations to be presented to the user.

By making the user profile a central element of the architecture, it becomes possible to easily
disablethe recommender system without affecting the smooth operation of the rest of the
components, while events and notifications can still be logged for off line processing.

The architecture that is presented kigure 2 shows the two platforms on which the
components of the User Profiged the Recommender system run, namely the mobile client
and the back end servefhe architecture shows a lightweight rule based recommender
system (shown shaded in the figure) thats on the smartphone and a fifllgdged rule

based recommender system that runs on the backend server. The reasoning behind this
approach is to allow the lightweight recommender provide its services even in the absence of
any connectivity, allowing it tassue quick and lightweight recommendations. On the other
hand the backend recommender will be able to issue more specialized recommendations by
making use of a richer set of more powerful rukes.shown in the architecture Bfgure2, a

set of rules are used to drive the recommender. The rules are actually programs in the
specialized language of the rule based engine and they reside in files that are kept separate
from the back end databas&he rules have theofm precondition- action, where
precondition is a predicate over events collected from various Mapp applications as well as
user data and preferences as specified by the user. The collected events form the dynamic part
of the user profile. They come from number of Mapp applications (e.g., POI, text lens,
game, social radar, etc.) or sensors (e.g., current user location) and they actually capture the
user activity and state. In this sense they carry all information that is pertinent to the user
context.This user contextual information along with the declared user preferences forms the
basis for the recommendations that are produced to the user.

It should be noted that the architecture Fagure 2 provides hooksdr future extensions
regarding the lightweight recommender that runs on the client side. As noted before, such
technologies are being developed and current implementations are rather unstable or rely on
nonstandard ways of integrating packages to Andrbt. example DROOLS on Android

relies on AWT classes and needs to be packaged in sstaondard way, breaking
compatibility with nonrooted Adndroid devicesTherefore in this document we keep the
architecture oFigure?2 as a reference for future implementations and we actually ignore the
shaded component of it.
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Figure 2: Reference Architecture of theUser Profile andthe Recomnender System.
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Extensions of the reference architectur&igiure2 can easily be envisaged. For example, the
present architecture employs a rule based system as the basis of the recommender. For the
purposes of th prototype implementation rules are defined for driving the recommender to
generatgersonalizedecommendations to the us&he rules may take into account the user
activity as well as the user data and preferences to specify what recommendations to be
issued. This approach is sufficient for the targeted level of personalization. A future extension
may also employ a statistical recommender, which may work in parallel with the one user in
this architecture. A statistical recommender is based on genéexhgahat are detected from

the behaviour of user3hey typicallybuild a model from the past activities of a user of a
group of users. They then use the constructed model to issue recommen&atiexample

based on the user behavioural data it mateat that most female immigrant users from
Colombia in the age group 2025 are inclined towards taking French classes. Therefore,
when a user is detected to fall within this group, the recommender will issue a
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recommendation for taking French classebe Tavailable dataset is compiled from the
activities of a group of users and is analysedcbgsidering vectors in multidimensional
spaces. In the previous example such a vector is defined across the dimensions (sex, country
of origin, age group)By collecting and analysing a large number of such vectors a statistical
recommender may produce recommendations that reflect the tendencies, or what is highly
probable to be case (taking French courses in the previous examplsjatistical
recommendeproducesrecommendations that have an associated level of probabihty.
accuracy of the statistical recommender depends on the available dataset as well as the
algorithms used for analysing ift is apparent that the functionality of a statistical
recommender @pends on the availability of a data set (or training set) from which a model is
created to be used in subsequent recommendations. It also turns out that the size of the data
set affects the quality and accuracy of the produced recommendations; largeetsatall

typically result into more accurate recommendations.

The two major approaches for statistical recommenders are based on collaborative filtering
and content based filterin@ollaborative filtering systems recommend items to the user based
on past ratings of other users. Contdrgsed recommending systems recommended items to
the user based on similar items the user has liked in theSpasstical recommenders are not

in the scope of the design and prototype implementation of WP5 but thdyecaruseful
complement to the rule based one for future extensions of the prototype.

The following sections present design details of the User Profile, as well the recommender
system, their interfaces with the rest of the MASELTOV components, and tlotustrof
events and notifications that are communicated to them.
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3. USER DATA AND PREFERENCES

It was mentioned inthe previous section that the User Profile is a central MASELTOV
component and contains among others

information abouthe user and user preéeces,

information about user behavior, i.e.log of events and notifications that are issued
by other MApp applications and servi¢@scluding progress and usage events

1 alog of the recommendations that are issued by the recommender system

The informaion pertaining to a user that is kept with the User Profile comprises two parts, a
static and a dynamic one. The static part contains information about the user and his/her
preferences, while the dynamic part contains all information about the usertcomdestate

as is captured by the events and notifications that are generated by Mapp applications and
services. This section elaborates on the static part of the User Profile, namely, user data and
preferences.

3.1 USER INFORMATION AND PREFERENCES

The informdion about the user and user preferences that is contained in the Usertasoéile
hierarchical structure and comprige® partsa static and a dynamane

The static part contains data that are rather invariant, like user attributes and preferences
These data are kept in a hierarchical structureaamdypically entered by the user througha

client User ProfileGUI. Once this information is entered by the ugeis likely that will not
changefrequently Nevertheless, static data can be updiatethe useor Mapp applications
Taking into account the sensitivity of personal data and the particularities of the target user
group of immigrants who are expected to be mostly reluctant to provide such data, the User
Profile has been designed to makest of the fieldsof the static data beptional. It is
expected that reluctant immigrant users will feel more comfortable to pravideimal set of
mandatory fieldg¢han providinglong listsof personal dataan activitywhich would rather

deter thenirom using the MASELTOV platform

The following list summarizes tentative contents of the static part of the User Profile as well
as its structure. Items that are marked with (*) are mandatory, the rest are optional. The actual
structure of the static paof the User Profile, with the exception of the mandatory fields, is
not fixed but it can be defined and arranged by the provider of the MASELTOV service.
Therefore what is shown below is a tentative structure. Different deployments may opt for
additionalfields or even leave out fields from those shown below.

i Personabtlata

o0 Usename (*): a user chosen name to refer to him/her. uBeenamehas no
association whatsoever to the actual identity of the user. It is used to refer to a
user in certain applicatisnlike the MASELTOV forum.

o Email address (*): a user chosen email address. The email address serves as a
cyberidentity of the user and, similar to the username, it bears no association
to the actual user identity.
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o Password (*): a user chosen passwordlégging in and accessing MApp
services.

o Name: the actual name of the user. As it may reveal their actual identity, it
remains an optional field. MApp applications may use its value to generate
personalized messages, f or free cosceraismc e A J
organized in which your favorite ethni

o Birthdate Its value may be used to classify the user into an age group and so
issue more targeted recommendations.

o Gender: Its value may be used to classify the user irgender group and
issue targeted recommendations. For examplegmmending orgarations,
such as the Moroccan Womendés Centre, w

o Nationality: Its value may be used to classify the user into a nationality group
and so issue ore targeted recommendations. For example the issuance of a
recommendation to Nigerian immigrants for the possibility of legal support
regarding their residence status.

0 Education Level It can have any of the valuedlone Primary Schoal
SecondarySchoo] College University Its value can be used for issuing
recommendations, like the organization of introductory courses for immigrants
with Noneeducation level.

o Current job Its value can be used for issuing recommendations like the
organization of a semam for immigrants currently working as gardeners.

0 Years in country Its value can be used to classify the user into groups
according to the length of time they have been in the country, so as
recommendations may be destined to newly arrived immigranty,saih older
ones.

o Languageand skills levels. Its value can be used to issue personalized
recommendations for language learning courses. Typical skill levels are
introduction intermediateadvanced

o City (*): Its value can be used to customize the recenttations to the city
the immigrant lives in. The field is mandatory as it is used to initialize wiki
content and navigation services.

o Religion Its value can be used to classify the user into religion groups and for
issuing personalized recommendations ttee different groupsUsers select
their preferred language upon registration and they may change the language
whenever they feel like it from the User Preferences.

i1 Preferences

o Preferred Language of Communication: English, Frefganish and Arabic
are possibleoptions. Users select their preferred language upon registration
and they may change the language whenever they feel like it from the User
Preferences.

o Preferred cuisineAny, Mexican, Vegetarian, Italian are possible options.
o0 Entertainment/hobks
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A Games
1 Adventure
1 Skill/competence
A Arts
Music
Theater
Dance

= =4 4 A

Literature
i1 Painting
A Recreational
T Jogging
1 Cycling
1 Cinema
A Cooking

The list above contains indicative fields of the static part of the User Profile. As noted above
the list is neither exhaustive mbnal. With the exception of thiour mandatory fields, the

actual content and structure of the static part of the User Profile is rather flexible as new fields
and nesting structusecan be defined. In this way the static data can be tuned to the
specif cati ons of NGOs6, which have a detail ed
for the immigrant groups thagrgetand can come up with specific suggestions for them.

The user data and preferences are stored in the back end database altimg eviimts and
notifications that are produced by various Mapp applications and services. All together form
the basis for the recommendations that are produced by the rule based recomisender.

noted above, most of the fields of user related inftionaare optional, the intention being

that immigrant users be rather encouraged to use the user profile and recommender systems of
MASELTOV instead of being skeptical about providing personal information and
preferences, which they may consider sensdive confidential. It should be noted that from

a technical perspective, the more information and more details about user preferences the
recommender system has, the better the personalization level and the quality of the
recommendations it will issue. Inagicular, in the absence of any user preferences the
recommender can only issue generic recommendations, which will not be targeted to a
specific user. On the other hand, as trust is gained in the MASELTOV applications and
services, including the recomndar system, additional information may be provided by
immigrant users for their personal data and preferences, which will improve the quality level
of the recommender 6s responses.

The static part of the profile can be flexibly defined and tuned to thdsnafethe specific
service provider by using the provided management GUI. As parts of the profile (like the
hobbies) may be opesnded the structure allows for definition of new items as well as
specializations of existing ones. The User Profile provatdaterface for querying the fields

of the static part of the user data and prefereasés detailed in subsequent sections
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The following DTD specifies the structure of a sample user profile as shown in the previous
section, both its static and its dynic parts. Elements that are tagged with a ? are optional, in
accordance with the informal list above.

<IELEMENT UProfile (StaticPart, DynamicPart)>
<IELEMENT StaticPart (PersonalData, Preferences ?)>

<IELEMENT PersonalData
(Usern ame, email, Name?, Birthdate ?, Sex?,

Nationality ?, EducationLevel ?,
CurrentJob ?, YearsIinCountry ?,
PreferredLanguage?, LanguageSkills  ?,
City, Religion ?)>

<IELEMENT Usern ame (#PCDATA)>

<IELEMENT email (#PCDATA)>

<IELEMENT Name (#PCDATA)>

<IELEMENT Birthdate (#PCDATA)>

<IELEMENT Sex (#PCDATA)>

<IELEMENT Nationality (#PCDATA)>

<IELEMENT EducationLevel (#PCDATA)>

<IELEMENT CurrentJob (#PCDATA)>

<IELEMENT YearsInCountry (#PCDATA)>

<IELEMENT PreferredLanguage (#PCDATA)>

<IELEMENT LanguageSkills (LanguageSkill ) +>

<IELEMENT LanguageSkill (Language,Level)>

<IELEMENT Language (#PCDATA)>

<IELEMENT Level (#PCDATA)>

<IELEMENT City (#PCDATA)>

<IELEMENT Religion (#PCDATA)>

<I[ELEMENT Preferences
(p referredCuisine,EntertainmentHobbi es)>
<IELEMENT PreferredCuisine (#PCDATA)>

<IELEMENT EntertainmentHobbies
(Games,Arts,Recreational,Cooking)>

<IELEMENT Games (Adventure,Skill,Lottery)>
<IELEMENT Adventure (#PCDATA)>
<IELEMENT Skill (#PCDATA)>

<IELEMENT Lottery (#PCDATA)>

<!E LEMENT Arts (Music,Theater,Dance,Literature,Painting)>
<IELEMENT Music (#PCDATA)>

<IELEMENT Theater (#PCDATA)>

<IELEMENT Dance (#PCDATA)>

<IELEMENT Literature (#PCDATA)>

<IELEMENT Painting (#PCDATA)>
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<IELEMENT Recreational (Jogging,Cycling,Sailing)>
<!ELE MENT Jogging (#PCDATA)>

<IELEMENT Cycling (#PCDATA)>

<IELEMENT Cinema (#PCDATA)>

<IELEMENT Cooking (#PCDATA)>
<IELEMENT DynamicPart (DynamicData*)>
<IELEMENT DynamicData ( User , Event )>

<IELEMENT Keyword (#PCDATA)>
<IELEMENT Event... >
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4. EVENTS AND NOTIFICATIONS

It was noted in a previous section that events and notifications form the dynamic part of the
User Profile. The dynamic information @&itomaticallycollected andeflects the behavior,

the context and the stadéthe user. Dynamic data are geneldtecause of user activities and

are collected from smartphone sensors or MApp applications that are used by the user.

4.1 MULTI-SENSORY CONTEXT AWARENESS

Sophisticated smartphones that are already available on the market contain a number of
sensorsthatcamense the userds environment. Exampl e
sensors, accelerometers, etc. In the context of MASELTOV two sensors are employed for
capturing the userds context, Thamabgr b6bec GRT
communicated to the User Profile though events, which are stored in the back end database,

but more importantly, they are used for generating recommendations to the user.

The GPS receivecan be queriedhrough a system calfor the current geographical
coodinates of the useand also ther s &8 mo¥ement. The raw data that are retrieved from the

GPS received are converted into events by a special purpose developed service, which
gener ates at regul ar I nt er v alThe frequeacy bfgshe t h at
generated events is a configurable parameter allowing either fine grain granularity of the
user6s position at the expense of extra speé
grained granul ar i Theggenerfitedevente e @ $ umpe® sit hieonu.ser o
(position) and state(user is still, walking, travelling, etc.and are used for generating
recommendations of nearby POls (for example). The generated recommendations may be
further refined by taking into consideration preferentteat have been declarkd the user in

his/her profile.

Anothersmartphonesensor thais used in the context of MASELTOV is the camera. The raw
images that are captured by it are processed by the TextLens application to recognize words.
In the sequelie TextLens sends an event to the User Profile, which contains the text that has
been recognized. The event may subsequently fire a rule for the generation of a
recommendation concerning health issues if, for example, the recognized text contains a word
about measles.

Besides the hardware sensors the MASELTOV platform comprises a number of applications

that produce their own events. The Language Learning Mapp for example generates events as
the user goes through the different modules or sections of lgamaterial, or when a

language qualification test is successfully passed. The forum Mapp generates its own events,
and the same holds for the social radar and other applications. Similarly to the previous cases,

t he generated event sext aadpformnrtiee basis efor targeted 6 s C
recommendations. In a more abstract setting the various Mapp applications may be considered
as sensors that capture different aspects of
Profile though events.
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Table 1: List of MApp Events.

eul Language learning LanguagelLearning At stop ("duration”, <duration>)
eu2 TextLens TextLens At stop ("duration”, <duration>)
eu3 User Profile User Profile At stop ("duration”, <duration>)
eu4 Recommendations Recommendations At stop ("duration”, <duration>)
eu5 Info fluinfo At stop ("duration”, <duration>)
eu6 Augmented reality maseltov-arnav At stop ("duration”, <duration>)
eu7 Help Radar GeoRadar At stop ("duration”, <duration>)
eu8 Navigation flunav At stop ("duration”, <duration>)
eu9 Places of Interest  flupoi At stop ("duration”, <duration>)
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eull Serious Game SeriousGame At stop ("duration”, <duration>)

eul2 Social Forum At stop ("duration”, <duration>)

epl
("publication”, <string: publication code>),
("lesson”, <string: lesson id>),
User completes an activity ("task”, <string: task id>),
ep2 Language learning Language learning in a language lesson ("progress", <number: percentage>)
User completes a test at ("publication", <string: publication code>),
the end of a language ("lesson", <string: lesson id>),
ep3 Language learning Language learning lesson ("score", <number: percentage>)
("publication", <string: publication code>),
User rates a statement ("lesson", <string: lesson id>),
about their language ("statement", <string: statement id>),
ep4d Language learning Language learning lesson with a value of 1-5  (“"rating", <number: integer 1..5>)
ep5 Serious Game SeriousGame.CollectedCoins Currency collected ("coins" <number: integer>)
User completes an activity
in a scenario and recieves
ep6 Serious Game SeriousGame.ActivityCompleted a journal update ("theme" <string: theme name>)
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User within 7 days of
ep7 Goal Setting Goal Setting deadline

Every 1 minute provided ("Longitude", <long>),
el User Profile GPS tracking user has moved ("Latitude", <lat>)

("Language”, <lang>),
Upon change of learning ("Course", <course>),
e2 Language learning level (CEFR: A1-A2-B1) ("Level", <new level>)

Upon pressing of "search”
e3 Wiki search button ("keywords", <keyword list>)

Between text detection and
text translation (in case
user corrects the detected
text, event will carry

ed Text Lens TextLens corrected text) ("detectedText", <user corrected text in the image>)
MaseltovContext. As soon as the mode of

e5 ModeOfTransportation transportation changed ("type", <String>), ("confidence", <int>)
MaseltovContext. ("total_distance", <long>), ("distance_walking", <long>),

e6 ActivitySummary Sent at the end of the day  ("distance_driving", <long>), ("distance_biking", <long>),

("distance_unknown", <long>), ("time_moving", <long>),
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e’

e8

e9

el0

ell

el2

MaseltovContext. Interests

MaseltovContext. PlaceEntry

MaseltovContext. PlaceExit

MaseltovContext. PlaceHistory

MaseltovContext.
PlacesOfinterest

MaseltovContext.
Sociallnteraction

Sent at the end of the day

Sent if a person stays at
least 5 minutes at one
location.

Sent if a person leaves a
location. Only occurs after
MaseltovContext.
PlaceEntry

Sent at the end of the day

Sent at the end of the day

Sent at the end of the day

("time_still", <long>), ("time_walking",<long>), ("time_driving" ,
<long>), ("time_biking", <long>), ("time_unknown", <long>)

("interests", <String keyword list>), ("weights", <Integer weight list>)

("longitude”, <double>),
("latitude”, <double>)

("longitude", <double>),
("latitude”, <double>)

("coordinates", <Double coordinates list>),
("type", <String types list>),

("ts_entry", <Long ts_entry list>),
("ts_exit", <Long ts_exit list>),

("osm_id", <Integer id list>)

("coordinates”, <Double coordinates list>),
("type", <String>),

("visit_duration”, <long duration list>),
("visit_count”, <Integer visit_count list>),
("osm_id", <Integer id list>)

(Only for illustration purposes in JSON)

"contact_data™: [

{"contact_id": "int",

“calls" : ["call" : { "ts": "long", "duration" : "int", "type" : "String"},

N
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"messages" : ['message" : {"ts": "long", "type" : "String"},
]}
{.}]

("username",<String>),
Sent when the user signs  ("knowledges”,<String>),
GeoRadar. up himself/herself as ("languages”,<String>),
el3 Help Radar signupVolunteer volunteer ("status",<String>)

Sent when the user

Georadar. remove himself/herself as
el4d Help Radar removeVolunteer volunteer ("volunteerUsername",<String>)
Georadar. Sent when the volunteer ("volunteerUsername",<String>),
el5 Help Radar statusVolunteer status changed ("status",<String>)
("username",<String>),
("volunteerUsername",<String>),
GeoRadar. Sent when the user ("regKnowledges",<String>),
el6 Help Radar contactVolunteer contacts a volunteer ("reqgLanguage”,<String>)
("username",<String>),
GeoRadar. Sent when the user rates  ("volunteerUsername",<String>),
el7 Help Radar ratingAssistance an assistance ("rating",<String>)
el8 Forum Social Forum.sendPost Message (i.e. post) posted ("username",<String>)
el9 Forum Social Forum.sendReply ("username”,<String>)

Replying to a message (i.e.
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post) another has posted

e20 Places of Interest  flupoi.PoiSearch search keywords ("keyword",<String>)
e2l Info fluinfo.CategoryTitle viewed categories ("categoryTitle",<String>)
e22 Info fluinfo.ArticleTitle viewed article ("articleTitle",<String>)

{"pointAs":"start",

"title™:"<title>",
"lating":"<latitude>:<longitude>:WGS84:",
e23 Navigation flunav.RouteStart start/destination "type":"<type>"}

{"pointAs":"end",

"title":"<title>",

"lating":"<latitude>:<longitude>:WGS84:",
e24 Navigation flunav.RouteEnd start/destination "type":"<type>"}
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Tablel gives a comprehensive list of all events defined for the MASELTOV platform and for
each one the source component and the data that are carried withetite Eerents are
classified into three categories:

1 Usage events are generated at the start, stop, suspension, resumption of applications.
They are used for generating statistics for the relative usage of various applications.

1 Progress events are generatgdspecific applications, like the language learning, to
indicate user progress through the use of the application. They are used to monitor
user progress.

1 Interesting things are generated when an action of interest takes place, like new user
position, newtext recognized by the Text Lens, etc. These events are referenced in the
recommendation rules that are used by the recommender to produce targeted
personalized recommendatioass pr esented i n Deliverabl e
Serviceso

It is evident bhat events that capture the user context, as explained previously, may carry
sensitive user related information, Il i ke t he
data may inconvenience the user, therefore, as a step towards making the user feel
comfortable with the collected contextual information, he/she is given control over which
dynamic data he/she agrees to be collected. For example the user may disable the collection of
positional data through the GPS receiver. A number of switches ldstieProfile allow the

user control over which of a number of dynamic data are allowed to be collected and further
processed. A step towards maintaining user privacy is the design decision to free the dynamic
profile data from any information that couldveal the user identity. In particular, no IMEI

number or device MAC data are recorded with the collected dynamic data.

4.2 EVENT MANIPULATION

Events are produced by Mapp applications and communicated to the User Profile for further
storage and processing.tHe user maintains a connection to the backend server, dynamic
event data are continuously transmitted to it. Otherwise, if no connection is available, they are
stored temporarily in the smartphone and then flushed to the backend server next time when
conrection is established.

Details of the client User Profile and the server User Profile APls are presented in later
sections. Events are replayed to the back end database where they are stored but otherwise are
not meant to be manipulated by other MApp agtions. In particular they cannot be queried

or even modified; they are rather used solely by back end applications and services that can
interpret the userds context and provide th
such services are the &snmender service, and services that provide usability statistics for
MApp applications.

4.3 STRUCTURE OF EVENTS

It was noted before thahaventcarriesuser contextual information. As a number of different
contextual parameters have to be captured, itctanel must be as generic as possible.
Therefore, an event contains the following fields.
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1. its source identification, i.e., a unique id of the comporamt the actiorthat has
produced the evenffor exampleflunav.RouteStartfluinfo.ArticleTitle, GeoRadar
contactVolunteeretc)

2. atimestamp, indicating the time the event has been produced, and

3. a collection of <key, value> pairs that specify the information that is carried along
with the event.

More concretely an event has the following structure (usang dlass definitions).

String source;
GregorianCalendar timestamp;
HashMap<String, Object> info ;

Each MApp application has its own unique source string, for example, events generated by
the personalized learning application have as value of the soued fd A Lear ni ngo.
mixed reality game reaches a point where a point of interest is shown in the background of a
scene, Pt owi | send an event that has the v
{Al mmi grati onOf f i c e BthdidfodiegldhEgainple usdgeof thetintedace> ) } f
is demonstrated in D4.1.2.

Each event is associated to the user whose actions result in the generation of the event. The
user is not part of the event structure but his/her id is used when invoking thirAPI
transmitting an event. Therefore invocations to the API have the forosef évenj, where

useris the currently logged user. The client User Profile always knows who the user is after
the login process.

Various MApp components are further struetlims a set of interacting subcomponents. For
example,he context modul e has wvarious sub comp
ASocial l nt ets e &1 b.yAé a redlPtbei naming of the source field of an

event follows a parallel nesting rstture, like <ComponentName>.<Submodule>; e.qg.
iCont ext Modul e. T rtareflscptiver(subg compmmen it cbmes from.

4.4 EVENT AND NOTIFICATION LOG

Part of the information that is maintained by the User Profile is a log of the events and
notifications that are communicated to it by other MApp applications (which forms the basis
for the dynamic part of the User Profile). The log may be further used by statistical based
recommender systenas noted in a previous sectjomhich may provide recommendatiis

based on behavioral patterns of a user or groups of users. It should be noted that a MApp
application generates a number of events during each run, including events for its own
activation and deactivation. Therefore the User Profile provides a unéppnoach for
collecting events either for their statistical processing or for calculating MApp application
usage data.

Deliverable D5.4.1 ARecommendation Services
generated by other MApp applications and the wWesy are used to produce personalized
recommendations. Deliverable D5.4.2 will provide a systematic and categorized list of all
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events to be produced by other MApp applications and the recommendations that are to be
produced from them.

45 RECOMMENDATIONS LOG

In addition to the events, the recommendations issued by the recommender system are also
logged in the back end server. When a recommendation is issued by the recommender system

it is propagated both to the MASELTOV notification application for displaying i n t he us
screen and the user profile component, which logs it in the back end databaaeicular

the Recommender semnds recommendationsdirectly to the Android notification bar using

the Android API. The notificationbardisplayspending reommendationswhich can either be

ignored or picked up by userBy monitoring this behaviour the recommender tearn

which kind of recommendations are of interest for the user. Most of the recommesidation

need a direct link to a MApp service or toolpmint the user directly to the service/info he/she

needs.
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5. USER PROFILE INTERFACES

The User Profile provides a number of interfaces to MAggplications, users, and
administratoras summarized below.

1 A user GUI which runs on the smartphone and allowesuser tanitialize and update
their profile data and personal preferences by giving values to a number of fields that
have been specified by the Service Provider through the back end management GUI.

1 An API for other MApp applications to communicate et®mand notifications to ,it
and query and update the fields of the profile data and preferehigesinterface
(Android Content Providegpecifies anumber ofmethod for

o Logging an event e for user u,
logEvent(User u, Event e)

o0 Querying the value of fidlf of user u,
getFieldValue(User u, Field, f)

0 Setting the value of field f to v for user u,
setFieldValue(User u, Field f, Value v)

1 A management webased GUI for defining the structure of the static part of the User
Profile. The GUI allows thadditionof new fieldsas well as editing anahodifications
of existing ones. The typef each field can be specified

1 A back end server API that allows the client User Profile component to communicate
with the back end server. Communication between the clienttrenderver User
Profile is done with either XML or JSON messages.

The design and details of a prototymeplementation of the aboviaterfacesare given in
subsequent sections of the document.
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6. SECURITY AND PRIVACY ISSUES

The User Profile and the recormanmder system make use of sensitive personal and behavioral
data in order to provide their services. As a result a number of security and privacy issues are
raised, which must be treated in a responsible manner. The design approaches taken that
address thesissues are presented in the following.

As a first step, the MASELTOV platform remains ignorant of the real user identity. Even
thoughthe emailfield of the profile is mandatory angkrves as a unique id for the uset

actually provides no direct poter to theu s eidestidy. Moreover the validity of the email

address is never checked by the User ProFlar. example ifa usercreats an account
abcd@omewhereom noonec an make an association of t he
accountthatisregst ered to the User Profile. Even if
provider,this informationwill not (and should not) be availablettee MASELTOV platform

Therefore users are essentially treated as anonymous, and the mail is used fiog rteferr

them and allowing them to have a means for logging in and using the MASELTOV
applications.

Second, dynamically collected data are disassociated from the particular user they come from,
since no user id (username/email, phone IMEI, MAC addres$,igtnaintained along with

them. All collected user data may reference the usahsso even if these data are
compromised not even the registered user email address can be reVaaleshly link
between the email and thiser idis maintained in a sepate table othe user profile, which

may be forcedto reside in secure storage (for example tamper proof device) $oisas
information nevepgetsreveaéd

Moreover the User Profile gives the option to the user to selectively turn on and off the
collecion of behavioral as a step to put the user in control of what information they agree to
be recorded about their activities. New users may opt for switching off all behavioral data
collection as they may not trust the platform and may suspect possibkerofssuch data. It

is obvious that turning off the collection of behavioral data will impact the generation of

personalized recommendations.

As a final step towards guarding the security of collected user related data and preferences an
actual implementsoon may store these data in an encrypted form. This ensures that they are
rendered useless to anyone except the MASELTOV platform itself.

Section7.6 gives the low level details of the security features tlagehbeen implemented in
the prototype.
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7. USER PROFILE DESIGN AND PROTOTYPE IMPLEMENTATION

This section presents the details of the User Prdékgn and arototype implementatioaf
it. In particular, it presents

1. The structure and interfaces of the mtieomponent. In particular

a. The workflow of activitiesa user has to go through for registering and logging
in for using the MASELTOV platform and the resultimgeractions with other
activities (MApp applications)

b. The client GUI that allows the user #dg of profile data and user preferences

c. The client API that allows other Mapp applications to interact with the client
User Profile compnent

2. The structure and intices of the server component. In particular

a. The backend GUI, which allownsanagement argpecification of tle structure
of the User Profile

b. The serverAPI specification fothe communication of thelient User Profile
thewith theback endserver

c. The structure of the back eddtabase.

In order to use the MASELTOV application the user magtn with a valid MASELTOV
account. The first screen the user sees upon starting the MASELTOV application is a
register/login screen. MASELTOV users may select the Profile button from the dashboard
screen in order change their preferences and see praogdésators or application usage
statistics. Additionally, anonymous use of the MASELTOV services is also supported.

When registering, users are asked to provide a minimal set of mandatory information for the
purpose of identifying them and allow also tleerrect functioning of some MApp
applications. Thus, users are asked to enterranikaddress, a passwoalusername of their
choiceand t he .The emmaibserves asta yser identifier for the platform, even though

it may refer to a nomxisten service provider. For the MASELTOV platform themail is

treated as a string identifier and actually reveals no information about the identity of the user.
The username is a user chosen identifier that allows him/her to be referenced in the
MASELTOV forum, and again, it bears no relation to the actual user identity.-frtesl @nd
username fields (both mandatory) are necessary to register a user and allow him/her to hold an
account to the MASELTOV platform. Fmdaosg,l | vy,
and is used for initializing other MApp applicatidile the POI

Users are able, and are encouraged, to complete a number of other fields (optional) about
them and their preferences. These optional fields will help the recommender to generate
personalized and targeted recommendations.

Figure3 shows the User Profile components and the way éneyelatedThe back end User
Profile runs on a Tomcat web server and provides two interfaces one for the client User
Profile and one for administrationugposes. The whole architecture is distributed and
communication between the components takes places through the Internet. The interface to
the mobile client (client User Profile) defined asan API; communication between the client
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and server components done witheither XML or JSON stringsln addition the server
implements a GUI for administrative purposes. Through the latter interface, a Service
Provider may define the structure of the user preferences fields that best suits the target group
of immigrants that wants to address, and after taking input from the pertinent NGOs.

Mobile \

running
MASELTOV Administrator
application from any
workstation

Web User Interface
for Administrators

.

WEB SERVER

Mobile Client API

A

Central
Database

Recommender

Figure 3: Inter -relationship Diagram.

7.1 MAPP ACTIVITIES INTERCONNECTION

The workflow diagram ofFigure 4 showns the inteconnectionsbetween the User Profile
activities and the other MApp applications. The first time the app launches the MApp must
call the AlTUserProfileProvider. After a number of actestiare invoked (as described in
Figure4) the User Profile will return to the activity that first called it.
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A

| > AlTLoginActivity
Do we know the
anguage of the Users

ROOT

NO
—— | AlTLanguage Selection Activity

Is user already
logged in?

1 Auto login user

AITLoginActivity o 4+
- displays login form | Login failed

Login successful | @nd a registration
button

| S

display error dialog

b

Registration button
selected

h

AlITRegistrationActivit
(display registration
form)

l

It registration
process is
successtul

~

display message

NO

YES

Figure 4: Activities Interconnection.
7.2 CLIENT GUI

7.2.1 LOGIN, REGISTRATION AND LANGUAGE SELECTION

The login form is shown ifrigure5 and isdisplayed aftertte AlITLoginActivity is invoked.
The app automatically respawith the AlTLanguageSelectionActivithatenables the user
to select his preferred language for the applicafidgre user hashe option of selecing the
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languagedo be used byhe applicationThe result of language selectiontligt all headers and
captions as well aall informative and error messages will be shown inséflectedanguage.

Al °“ &

Login

Enter your e-mail address

e-mail

Enter your password

password

Anonymous Login

‘ Login ’

Registration

If you don't have a MASELTOV account, you may

Login

Enter your e-mail address

e-mail

Enter your password

f

MASELTOV - Login

LeIn EEp. - - Invalid username and/or

(. 7 password
. J L . ;

Registration

If you don't have a MASELTOV account, you may

easily register here for free. All you need for
anonymous registration is to select your
nickname and your city.

easily register here for free. All you need for
anonymous registration is to select your
nickname and your city.

Figure 5: Login Screen.

process.

Anonymous login isupported by the platformllowing users to logirwithout registering an
email address. Instead tiebent User Profile usetheir device idfor creating andill ing in
details abouthe userdentity.

As long as the login is successful tloéent applicationbrings all the user preferencemsd
correspondingvalues into the memorgFigure6)f or easy access and
sessionin case of failure of logging ir-{gure?) the user is prompted again.

use

In the sequel &crollable list of available languages tsown (Figure 8) and once the user
selectsa languagethe application records the selemti and moves to the next screen. The
available languageare presented in their own language so that tagybespottedeasiy by
the userAs shown inFigure 8 right to left languages (like Arabic) are supported as Wfell.
the application does not have any language informatiogtrievesthe information from the
central database usig t he API After the userods |
everything in the selected language

angua

The next step foihe client User Profileapplicationis to retrievethe user preferences from the
server.First, it buildsin the backgrouna list of the fields and the type of ddtar each ong
based on t he .lsaterron (durir $ogim) thesapplicatoreéit he user 6s
values in each one of these fields.

s el
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a4l & 09:01

MASELTOV

Language Selection

Select the language to use in app

EARNvika
Frangais
Tirk
Espanol
Italiana

Deutsch

English

Figure 8: Language Selection Screen.

As on as the user selects the preferred language the application shows him/her the login
form and expects the user to enséer email and password fdogging in to his/heaccount.

After a sucessful login the applicatiometurrs to the parent activity(i.e., the Mapp
dashboard)

For users that do natready havean accountthe client applicatiopresents theran option to
regiser. The Registration button on the bottom of the login screen brings the user to the
AlITRegistrationActivitythat displaysa regstration form Figure9).

4 & 10:36

MASELTOV &L

Registration

Enter your e-mail address

e-mail

6:':'§
Enter your password Y./

password
Re-type your password

password

Choose a username

username

Choose your city
tap to select your city

Register

Figure 9: Registration Screen.
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For registering, aiser entega valid email addressa passwordausername of his/her choice
and seleathis city. Based onlte provided values the User Profile creates a fresh profile entry
for the user and records it in the database.

As noted above, anonymous registratisralsosupported(at the login screenthat allows
users to create an account withpubviding anye-mail addressin this casehe user entsr
his/her username and sekettte city (Figure10). TheUser Profile then createsfake email
addresdased on the device id agénerate a password for the usénat allavs him/herto
anonymously login into thplatform. Thedrawback of making use of anonymous registration
is that theaccountcanonly be accesseflom the device that is created.

A & 10:36

MASELTOV &L

Registration

Choose a username

) ‘username

Choose your city
tap to select your city

Anonymous Registration

By registering to MASELTOV using the
anonymous registration you won't have to
provide an e-mail

A unique id will be generated especially for your
device and this will be used to identify you on
future login.

This means that you won't be able to login to
MASELTOV from a different device.

Figure 10: Anonymous Registration Screen.

After a successful login,he applicatiorreturns to the parent activity (the one that called the
AITLoginActivity).

7.2.2 USER PREFERENCES
User preferences can be easily accessed through anndbe Mapp dashboard.

The preferences that are presented to the usdéharenes that have been defined from the
Service Provider through the back end server management GUI. An indicative screen that
contains the list o&ll mandatory anaptional fields is showin Figure11l. As is siown in

that figure,the username antd h e  e-mal aré soreditable fields Moreover, ach field
showsits owncaptionwhile the value set by the user for that fieddshownon the following

line.
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MASELTOV

User Preferences
for user geoak

Username

geoak E
E-mail

age@ait.gr G
Language

English

Date of Birth
10/7/1979

Years in Country
34

Gender

Nationality

Greek
Education Level

Optional fields provided by the user are treated confidentially, will not be disclosed to
third parties, and will be used only in the context of the MASELTOV project. They are
only used to improve the quality of recommendations

Ags) (| =

Figure 11: User Preferen@s Screen (values not entered).

Initially the valuesof the preferencedields areset to nulland theuseris presented witta

me s s dapdo efiter Gendeér

item a popup dialog is showhat rejuests user input depending on tiipe that has been
declaredhe field. The different possibilities are:

1 Single Selection DialogHigure12)

= =2 =4 A

Limited Numbers DialogKigure13)
Numbers DialogKigure14)

Text Dialog Figurel15)

Date Selection DialogHigure16)
Multi Selection Dialog Figurel7)

1 Informative Dialog Figure18)

When a value has been set by the user the field shows the selected value on the second line
(Figurel9).
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Gender

Years In country Some Text

Male

Min=10 Max=30 Max Length:10

Female

Cancel Cancel

Cancel Cancel

Figure 12 Single

: : Figure 13: Limited Figure 14: Number Figure 15: Text
Selection Dialog. g . 9 : gure
Number Dialog. Dialog. Dialog.
MASELTOV < MASELTOV
Entertainment / Hobbies Language skills
Language
f Rirt Games English ol
Hate ot Bt Adventures gReadmg:S Date of Birth
Writting = 3 Vo
Skills Listening = n/a Years in Country
¥ Puzzles Speaking = n/a ‘
+ Board Games et et
Reading = n/a
Lottery Writting = n/a
Arie L\s:er|ir|g= n/a
= rr— Speaking = n/a
Theatre
Cancel + Cinema
Cancel Save Close
Figure 16: Date Figure 17: Multi Figure 18 Figure 19: User
Selection Dialog. Selection Dialog. Informative Dialog. Preferences Screen

(data entered).

As soon as the useelects a new value for a field, this is stored locally onctiemt User
Profile on the smartphondt is actually transmitted to the backend server when the
Preferences screen is gdfties is the case when the activity goes on paitber because the
user hits the back button or the phone rjrayghe application is forced to close

Field Information

Each fieldis accompanied bgn information icon that the user can tapget information
about possibleisagehe platform may make fdhis field. The following figures Figure20to
Figure23) showa demo information text for the field Date of Birth. The téet is shown is
actually the one entered by the Servicevitter through the back end management GUI.
Different texts for different languages must be provided and the User Profile wolechioe
appropriate ondor the language selected by the useshow.If no text is available for a
specific language the infoon is automatically hidden.
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Date of Birth

This is your date of birth. We use this
information in order to calculate your
age and provide you with
notifications that we know best fits in
people of your age.

0Ok

Figure 20: Field
Information (in
English).

Hupepopnvia Mevvnong

H nuepopnvia yEVWnoewg.
XpNotpoMoLoUKE auTn TN
TAnpopopia pe okono va cov
TIPOOPEPOVPE KANUTEPEG
KOLVOTIOLOELG TIOV YVWPIZOUE OTL
Taiptaouvv KaAUTEPA O ATONA TNG
nAwiag oou.

Figure 21: Field
Information (in
Greek).

Geburtsdatum

2im pasiud oo AaMie 73l ga Lia
el 43515 Syac oilusd wlagleall
saldl 08 by Lgdyes ol ol ylasl
yec a

Ok

Figure 22 Field
Information (in
Arabic).

Dies ist |hr Geburtsdatum. Wir
verwenden diese Informationen, um
Ihr Alter zu berechnen und Ihnen mit
Meldungen, dass wir am besten
wissen, passt in Menschen Ihres
Alters.

Ok

Figure 23 Field
Information (in
German).

Read only Fields

Some fields of the user preferences are not allowed to be modified by the user, i.e., they are
readonly as far as the user is concerned. The values of these fields may not be &dlowed
change at al |l ( f o-mail) e rmay fpe a@loweédhte be wclsarged anly e
programmatically (for example the learning level for a language of interest the user wants to
pursuemay be changed by the recommender once an exam is successfully).ptlsse
Service Providemay specifythrough the back end management Gibich of fields should

be read onlyfor the user. Read only fields are shown with a lock which means that the user
can see their value but not change it.

Configuration switches

A number of settings are available for the user to switch on and off specific functionalities, for
example the GPS Tracking option can be set to off and the application will stop collecting the
user6s position (an opt i onRetommendatioss). r equi r ed

7.3  CLIENT API (CONTENT PROVIDER)

A ContentProvider has beemmplemented within thé&serProfile to allow other applications

to get and send data to the User Profile for the currently logged user, like retrieving
preferences, sending evemtsd so onThe following sections give the specifications of the
Content Provider.

7.3.1 AITUSERPROFILEPROVIDER

The user provider can be accessed using a content regmgsible queries are shownthe
following subsections
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7.3.1.1 IS USER LOGGED IN?
Purpose Reurnst he | i st of wusero6s i1 d and us
user
Type query
URI content://com.ait.userprofile. AITUserProfileProvidgdserLoggedin

Returns 1. A Cursor with one rowo fidd u s & r nwhioheepresent the s eid, ¢
andtheuse 0 s u sfa thenlagged in user
2. null if the user is not logged imnemust call the
AlTUserProfileProvidels described iid.1 MApp Activities
Interconnectiorsectons earlier in this document

7.3.1.2 GET CURRENT LANGUAGE

Purpose Returns he user és current | anguage
Type query
URI content://com.ait.userprofile. AITUserProfileProvider/currentLanguage

Returns 1. A Cursor with one rowo flandg which represesttheu s e r dction s
for language
2. null if the user is not logged imnemust call the
AlTUserProfileProviders described ii.1 MApp Activities
Interconnectiorsectiors earlier inthis document

7.3.1.3 GET ALL FIELDS

Purpose Returnsalist of (id, name, valugtuplesof all fields for the currently

logged user
Type query
URI content://com.ait.userprofile. AITUserProfileProvider/allFields

Returns 1. A Cur sor wdbtnha dope/add iusetd , dfu shichE d i
represent
M 6idbe fieldods id,
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T 6named: narhee f i el dbés

T 6valused:0s s eThssetitheld thevaatlalwalue (fc
Il ntegers and free text) or
whichiswhatyouusetodisplayyal an o6i dé t c
to update the userodos select

1 6 us er E aerd(OnifitHe &edd is not user editable and one
(1) if the field is user editable.

2. nullif the user is not logged in; you must call the
AlTUserProfilePraider as described ii.1 MApp Activities
Interconnectiorsectiors earlier in this document

3. lllegalArgumentExceptioif the URI is not valid

7.3.1.4 GET ONE FIELD BY ID

Purpse Returng he i d, name, and current us
field id

Type query

URI content://com.ait.userprofile. AITUserProfileProvider/field/#

Returns 1. A Cursor with a single row fidogh atmev@!| ue d, 6user
which repreent
1T 6idbe fieldbds id,
T 6named: narhee f i el doés
T 6valused:6s s eThs s eithed thevaatlalwalue (fc
integers and free text) or a JSONODbiject that always have a
6valued which is what you U
youneced o update the userds se
1 6 us er E daera(OxifitHe &efd is not user editable and one
(1) if the field is user editable.

2. nullif the user is not logged in; the AlITUserProfileProvidarst be
calledas described ii.1 MApp Activities Interconnectiolsectiors
earlier in this document

3. NullPointerExceptionf the given field id in the URI is not matched
with a field in user preferences

4. lllegalArgumentExceptiafthe URI is not valid

7.3.1.5 SEND AN EVENT

Purpose Senda new event
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Type insert
URI content://com.ait.userprofile. AITUserProfileProvider/insert/event

Returns content://com.ait.userprofile.AITUserProfileProvider/insert/event/#
where# is the number of the row in the temporary database stored in
device

7.3.1.6 UPDATE FIELDS

Purpose Updatst he value of a field within
available to those fields that are marked by the administrator asseon
editable fietls.

Type update
URI content://com.ait.userprofile. AITUserProfileProvider/update/field/#/*

Returns either zero (0) for no changes, or one (1) if the changes were success

Table2 belowshows the format of theeturned data for eadt the supportedata typs.

Table 2: Response Data for Update Fieldeequest

Text String as entered by the user

Number or Integer as entered by the user
Limited
Number

Date A number in YYYYMMDD format for DATE) or
YYYYM MDDHHMMSS format (for DATETIME)

Enumeration String as dplayed in the selection dialog

Multi-level String of a JSONArraye.g,

Boolean [ { All@i@:al ue o: i Swi Mdndvrag dGe af: ki iRCGthg
Enumeration e ma 0 } ]
or
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by

[ Aival3uclo: 02

Multi-level Sti ng of a JSONARmayl, ueo gifRaf ¢
Integer 20} , fididivch & @NE G :t firi antfgedd,}: ]
Enumeration

It should be noted thatvalue in the table abovemust be URL encoded using
URLEncoder.encodeélue UTF-8 0 )

7.3.2 CONTENT RESOLVER

An example of a content resolver code for
preferences through tdTUserProfileProvider is shown in the following subsections

7.3.3 MANIFEST.XML

The following userspermissiontag must be added in the manifest.xml file inside the
applicationtag.

<uses - permission android:name="com.ait.userprofile.AlITUserProfileProvider"
/>
7.3.4 CODE EXAMPLES

This section gives some code examples that demonstrate the User Profile interfaces and the
waythey can be used from other Mapp applications.

/lcheck if the user is logged in

Uri uri =

Uri. parse ("content:// com.ait.userprofile . AlTUserProfileProvider / isUserLoggedin  ");
String[] projec tion = new String[] {"id", "user name"};

Cursor userPreferences = getContentResolver().query(uri, projection, null, null, null);

if (userPreferences!=null){
if (userPreferences.getCount()>0){
int indexld = userPreferences.getColumnindex("id");
int indexName = userPreferences.getColumnindex(" user name");
userPreferences.moveToFirst();
do{ /lactually there is only one row in cursor

/| /' you can get now and use the userdés id and us
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String id = userPreferences.getString(indexl|d);
String na  me = userPreferences.getString(indexName);

} while (userPreferences.moveToNext());

}
}
else {

/luser is not logged in; do what you have to do

}
/' /' get the userds current application | anguage
Uri uri =
Uri. parse ("content:// com.ait.  userprofile . AlTUserProfileProvider / currentLanguage  ");
String[] projection = new String[] {" lang "};

Cursor userPreferences = getContentResolver().query(uri, projection, null, null, null);
if (userPreferences!=null){
if (userPreferences.getCount()>0){
intindex Language =us erPreferences.getColumnindex("lang ");
userPreferences.moveToFirst();
do{ //actually there is only one row in cursor
/'l you can get now and use the userds | anguage
String langu age = u serPreferences.getString(indexLanguage );

} while (userPreferences.moveToNext());

else {

/luser is not logged in; do what you have to do

/lget all fields in available in user profile

Uri uri = Uri. parse ( “content:// com.ait.userprofile . AlTUserProfileProvider /allFields" );

/lor get the values and options of a specific field in the user profile

Uri uri = Uri. parse ( “content:// com.ait.userprofile . AlTUserProfileProvider [field/" +
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fieldld .getText ());

/lafter either of these parse you may query the Content Provider

String[] projection = new String[] { "id" , "name", ‘value" }
try {

Cursor userPreferences = getContentResolver().query(uri, projection, null , null ,
null );

if  (userPreferences I=null X

if  (userPreferences.getCount()>0){

int  indexld = userPreferences.getColumnindex( "id" )
int  indexName = userPreferences.getColumnindex( "name" );
int indexValue = userPreferences.getColumnindex( "value" );

userPrefer ences.moveToFirst();
do {
[Ivariables that contain the data
/Iretrieved and can be used for your purpose

/lid, name, value

String id = userPreferences.getString(indexid);
String name = userPreferences.getString(indexName);
String value = userPreferences.getString(indexValue);

} while (userPreferences.moveToNext());

}
}
else {
/luser is not logged in; do what you have to do
}

}

catch (NullPointerException e){
Log. w(getString(R.string. app_name), e.getMessage());

Toast. makeText (getApplicationContext(), "Field not found. Try another one!"
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Toast. LENGTH_SHORTBhow();
}
catch (lllegalArgumentException e){
Log. w(getString(R.string. app_name), e.getMessage());

Toast. makeText (getApplicationContext(), "Content URI is invalid”
Toast. LENGTH_SHORBhow();

/Isend an event

Uri uri = Uri.parse("content:// com.ait.userprofile Al TUser ProfileProvider)i

String[] projection = new String[] {};
try{
/lcreate your data to send

/la source, a timestamp (YYYYMMDDHHMMSS) and the info

ContentValues values = new ContentValues();
values.put("source", "Test.Source");
values.put("timestamp”, "20130927163105");
values.put(  "info", "test_info");
getContentResolver().insert(uri, values);

}

catch(lllegalArgumentException e)}{
Log.w(getString(R.string.app_name), e.getMessage());

Toast.makeText(getApplicationContext(), "Content URI is invalid”,
Toast.LENGTH_SHORT).show();

}

/lupdate the value of a field in user preferences
[following uri sets the value 2 to the filed with id 6

Uri uri =
Uri.parse("content://com.ait.userprofile.AITUserProfileProvider/update/f ield/6/2");

int i = getContentResolver().update(uri, new ContentValues();, ", new String[]{});
if (i>0)
{

/Ivalue changed
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else

[Ivalue failed to change

/I Another Example:
[ffollowing uri sets the value “Mobile Developer to the filed with id 20 (Current Job)

String value = URLEncoder.encode( "CurrentJob ", "utf -8");//value should be now
Current+Job in order to safely passed to the url

8::.;zrair;e("content://com.ait.userprofiIe.AITUserProfiIeProvider/update/fieId/ 20/ " +value );
inti = getContentResolver().update(uri, new ContentValues();, ", new String[[{});

if (i>0)

{

/Ivalue changed

else

/Ivalue failed to change

7.4 BACK-END MANAGEMENT GUI

Theserverbackend is accessible only to registesed authorizedisers. Reigtered users can
access the backend from any tested browser, using theiaileand passwordfor
authenticating themselves

7.4.1 COMPATIBILITY

The functionality of the backend has been teatstlverified forthe mostpopularbrowsers as

shown inTable3.

Table 3: Tested browsers.

Chrome Firefox Internet Explorer Safari Opera
30 (T) 22.0(T) 10 (T) 15.0 (T)
28 () 21.0 (T) 5.1.7 (T)
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27 (T) 8 (T)

@1 Tested NT i Not tested yet NW i Not Working

7.4.2 AVAILABLE OPERATIONS

7.4.2.1 LOGIN PAGE

The login page is displaye#igure24) when the useis not logged in or theession is reset.
To get access to the MAfgackend GUthe usemust enter a valid of-mail and password.

MASELTOV Mobile Assistance for Social Inclusion & Empowerment of Immigrants with
Persuasive Learning Technologies & Social Network Services

Restricted Area

Login Form

E-rnail:

Password:

MASELTOV EU @ 2013 - All rights reserved

Figure 24: Login Page.

Passwords must be five (5) to fifteen (15) characters long, and valid characters for password

are listed inTable4.

Table 4: Allowed characters for passwords.

a-z, A-Z Latin both lower and upper case letters
0-9 Numbers
! Exclamation mark
@ At sign
# Hash sign
$ Dollar sign
% Percentage sign
A Carret sign
Dot

7.4.2.2 DASHBOARD

After a successfulog in the systenpresents to the uséine dashboard screeRigure 25).
Currently the dashboard displays a frameset with user information (osgrfdl name, last
login data andb), and a framesetith a link to personal data fields list.
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Figure 25: Dashboard Screen

7.4.2.3 MESSAGES

The backend applicatigoroducesnessages to inform the user for:

I. Succestul outcome ofoperations
il. Failed operations
iii. Information aboutiseractiors

These messages are displayed
background balloon (examples showrraure26).

t

he

Figure 26: User Profile messages.

op
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